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  Volume 1 

 
 

You may distribute this e-book freely, sell it, or include it 
as part of a package as long as it is left completely intact 

and unchanged and delivered via this PDF file. 

Spoof emails - (fake emails) nowadays are a really big problem 
with anybody with an email account! 
 
Nobody is safe from the nasty cheaters and thief’s out there. It is 
spam email in the worst way out to get you and take your personal 
information and steal you blind. 
 
But with the knowledge from this book you can defend yourself and 
not get taken. 
 
I want to show you what kind of spoof emails to look for and also give 
you information on eBay, PayPal and what they say to do about these 
emails. By the way eBay and PayPal are the most common ones you 
will receive even if you don’t have accounts with them. 
PayPal is a merchant account own by eBay which is an online auction 
site. Most buyers use PayPal for payment on eBay. Which is secured 
for payment and faster. 
 
Others I have seen are with credit and bank accounts. 
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So let’s get started with the definition and procedures you get from 
ebay and PayPal. 
 
Then we will get into the email themselves and come back to these 
first few pages to carry out the procedures. 
 
 
 What is spam? 
 
Spam is unsolicited email advertising goods and services to someone 
with whom no previous relationship has been established. Spam 
includes all commercial email, unsolicited bulk email, mass email, and 
junk email. 
 
 
 

  What should I do if I receive a fake email?
 

If you think you have received a fraudulent email , forward the entire 
 email  to spoof@paypal.com and then delete it from your email 
account. If you already replied to a fake email with your personal 
information, please Contact Us right away. You may also want to 
contact your financial institution to alert them of possible suspicious 
activity.  may also want to contact your financial institution to alert 
them of possible suspicious activity. 
 
    
 
 How can I tell the difference between a real PayPal email and a 
fake one? 
 
PayPal emails will address you by first name, last name, or business 
name, and NOT by Dear PayPal User or Dear PayPal Member. If you 
are ever uncertain about the validity of the email or the email links, 
open a new web browser window and type in www.paypal.com. If you 
think you have received a fraudulent email, forward the entire email to 
spoof@paypal.com and then delete it from your email account.  
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 How do I report a fake PayPal email or website?
 
If you think you have received a fake email pretending to be from 
PayPal, forward the entire email  to  spoof@paypal.com and then 
delete it from your email account. If you came across a fake PayPal 
website, contact our Customer Service team. 
 
 
 
 
 How do I report potential fraud to PayPal?
 
If you received what you believe is a fake PayPal email, or if you came 
across a spoof PayPal website, please report it to our customer service 
team. If possible, we request that you forward the original email you 
received to us at spoof@paypal.com If you have sent a payment, but 
have not received your item, or believe the seller to be fraudulent, 
complete the Buyer Complaint Process. 
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Email and Websites 
Impersonating eBay 
Report Suspicious Email to eBay 

If you have received an email requesting your account information and 
you suspect it was not sent by eBay, forward the entire message to 
spoof@ebay.com. To do that, follow these steps: 

• In your email program, click the Forward button. 
• In the “To:” field, type spoof@ebay.com 
• Please do not change the subject line, add text, or forward the 

message as an attachment 
• Click Send to send the message to eBay 

Forwarding the message in this manner will allow us to review the 
message headers and any other information that may be attached to 
the email. The spoof@ebay.com email address is reserved for handling 
reports of attempts to impersonate eBay. In order to investigate these 
reports in a timely manner, we can only accept forwarded messages at 
this address. 

If you have already submitted information after receiving an email 
request and you suspect that your eBay account may have been 
tampered with, please refer to the   information on Securing Your 
Account and review the steps on the Protecting Your Identity page. 

Take a tutorial on how to spot a spoof (fake) email. 

Be sure you are on an eBay page 

Before signing in, please check the Web address in your browser. If 
you click on a link in an email, verify that the Web address in your 
browser is the same as the address shown in the email. The Web 
address of eBay sign-in pages begins with: 
https://signin.ebay.com/.  

Never type your eBay User ID and password into a Web page 
that doesn't have 'ebay.com" immediately before the first 
forward slash (/). 
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Some members have reported attempts to gain access to sensitive 
information through email requests that are made to appear that they 
were sent from eBay. These requests often include links to Web pages 
that will request that you sign in and submit information. At eBay, we 
identify these as 'spoofed' email or Web sites. If you are concerned 
about receiving email of this nature, please review eBay's suggestions 
to minimize unwanted email. 

eBay will never ask you to provide credit card numbers or other 
sensitive information through email. If we request information from 
you, we will always direct you back to the eBay site. With very few 
exceptions, you can submit the requested information through your 
"My eBay" page. If you have received email requesting that you sign in 
or provide personal information that you suspect was not sent by 
eBay, please refer to the following information. 

Take caution with email that includes attachments or links 

eBay will not send you email that includes attachments and you will 
not be required to enter information on a page that cannot be 
accessed from the eBay site. If you receive a message that appears to 
have been sent from eBay that includes an attachment, do not open it. 
 
If you are ever unsure whether or not an email was really sent from 
eBay , you should avoid clicking links. Instead of clicking the link, you 
should copy the address and paste it into the Address/Location area of 
your web browser. While eBay may send email that contains links, the 
links are provided for convenience only. You will not be required to 
submit sensitive information if a direct link is provided to an eBay 
page. 

Beware of fake Web sites pretending to be eBay 

Only enter your eBay password on pages where the Web address 
(URL) begins with https://signin.ebay.com/. Even if the Web address 
contains the word "eBay", it may not be an eBay Web page. 

These fake Web sites (also called "spoof" Web sites) try to imitate 
eBay in order to obtain your eBay password and access to your 
account. 

Before signing in, please check the Web address in your browser. The 
Web address of all genuine eBay sign-in pages will begin with 
https://signin.ebay.com/. Never type your eBay User ID and password 
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on a page that doesn't have "ebay.com" immediately before the first 
forward slash (/). 

International eBay Web sites will have slightly different sign-in 
addresses. They will include the letters that designate the site the 
address is associated with (for example, https://signin.ebay.fr for 
France , https://signin.ebay.de for Germany , etc.), followed by a 
forward slash (/). A complete list of sign-in pages for International 
eBay Web sites is given below: (Note I have taken the forward 
slashes off to deaden links) 

 
Site Sign-In/Login URL Australia https:/signin.ebay.au/... 
Austria, Germany, 
Switzerland https:/signin.ebay.de/... 
Belgium https:/signin.benl.ebay.be/... 
https:/signin.befr.ebay.be/... 
Canada https:/signin.ebay.ca/... 
France https:/signin.ebay.fr/... 
Ireland, Sweden, 
United Kingdom https:/signin.ebay.co.uk/... 
Italy https:/signin.ebay.it/... 
Netherlands https:/signin.ebay.nl/... 
New Zealand, 
Singapore https:/signin.ebay.com/... 
Spain https:/signin.es.ebay.com/... 
Taiwan https:/signin.tw.ebay.com/... 
 

Minimizing Unwanted Email 

At Bay, we are concerned about your privacy. As outlined in our 
Privacy Policy, we do not sell or disclose your information for 
marketing purposes. Email addresses are only disclosed to members 
involved in an eBay transaction. Although members may contact one 
another through the Contact an eBay Member feature, this feature 
should only be used to facilitate a transaction. eBay will investigate 
and take action on reports of misuse of Contact an eBay Member. 
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In addition to the efforts taken by eBay to protect your privacy, there 
are several steps you can take to minimize the unwanted email you 
receive. If you are receiving unwanted email, please consider the 
suggestions provided below. 

Choose a Unique User ID 

Your User ID is the nickname that identifies you on eBay. Choosing a 
User ID that is not related to your email address will help prevent 
individuals who send unsolicited commercial email (spam) from 
collecting your email address. This will also minimize unwelcome email 
from other eBay members. If your User ID is the same or similar to 
your email address, you may want to change your User ID. 
 
Please be aware that eBay users will still be able to contact you 
through our Email Forwarding System (EFS). This system can be 
accessed by clicking on the User ID of the user you would like to 
contact. eBay will investigate any misuse of Contact an eBay Member. 

Adjust Your Notification Preferences 

You can decide which email messages you will receive from eBay by 
changing your notification preferences. To change your notification 
preferences, go to your My eBay page, click the Preferences tab, and 
select Change My Notification Preferences under the Personal 
Information section. After changing your notification preferences, if 
you are still receiving email from eBay that you do not feel you should 
be receiving, please refer to the information on the Notification 
Preferences Overview. 

Use Filters 

Most email programs allow you to block email messages that contain 
certain words or are sent from addresses that you specify. For more 
information about how to set filters, consult your email program's help 
files or contact your email provider. When you set up email filters, 
make sure that those filters do not block any important messages that 
you may need to receive from eBay. 
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You can also report the unwanted email to the sender's Internet 
service provider (ISP) or email provider. If the email is deemed 
inappropriate, the ISP/email provider has jurisdiction to take action. 

Change Your Email Address 

One way to prevent unwanted email is by selecting a new email 
address to use with your eBay account. Most Internet service providers 
allow users to register multiple email addresses. There are also a 
number of services that offer free email accounts. After you have 
opened a new email address, you can change the email address on 
your eBay account. Once you have changed your email address, any 
email you receive from eBay will be directed to that address. 
 
Keep in mind that there are several ways that individuals can obtain 
your email address, including message boards, chat rooms, and email 
messages sent by friends or relatives to multiple email addresses (for 
example, forwarded jokes or news articles). In order to prevent the 
receipt of unwanted email in your eBay account, you may want to 
register an email address that you use only for buying and selling on 
eBay. 

*** Protect your eBay Password and Your Personal Information *** 
 
eBay treats your personal information with the utmost care, and our 
Privacy Policy is designed to protect you and your information.  eBay 
will not request personal information (password, 
credit card numbers, pin numbers, passwords, or 
Social Security numbers) in an email or in most cases, 
our surveys.   
 
However, there are rare exceptions when eBay performs usability 
surveys that measure participants' actual use of eBay. In these 
exceptional cases, personal information is sometimes needed, and 
participants are told explicitly in advance what will be required. 
Additionally, participants are given contact information in order to 
validate that the survey is indeed from eBay. 
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“Spoof Emails and What  
They Look Like” 

 

PayPal Spoof Emails: 
 
When you are in your email put your mouse over the link if 
does not start with the proper url address, do not click on it. 

 
(Note I have taken off some of the http, /, www. 

 For your protection) 

¾ Email Subject: service[@]ypal.com New email added to your to your 
account! 

You have added (random email address) as a new email address for 
your PayPal account. 

If you did not authorize this change or if you need assistance 
with your account, please contact PayPal customer service at: 

//paypal.com/us/wf/f=ap_email 

Thank you for using PayPal! 
The PayPal Team 

Please do not reply to this e-mail. Mail sent to this address cannot 
be answered. For assistance, log in to your PayPal account and choose 
the "Help" link in the header of any page. 

----------------------------------------------------------------- 
                     PROTECT YOUR PASSWORD 

NEVER give your password to anyone and ONLY log in at 
:/paypal.com/. Protect yourself against fraudulent websites 
by opening a new web browser (e.g. Internet Explorer or Netscape)  
and typing in the PayPal URL every time you log in to your account. 

----------------------------------------------------------------- 
Here’s the address in the links above as you can see it redirected to the first 
part of the link. I will put red to show you the wrong address on all links 
preceding this one. 
http:/ 42.2.256.299:77/ paypal.com/webscr.php?cmd=LogIn 
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¾ Email Subject: PayPal ID PP751   PayPal-Security Center Advisory!  

 
 

 

 
 

 
ecurity Center Advisory! S 

 
We recently noticed one or more attempts to log in to 
your PayPal account from a foreign IP address and we 
have reasons to belive that your account was hijacked 
by a third party without your authorization. If you 
recently accessed your account while traveling, the 
unusual log in attempts may have been initiated by you. 
 
If you are the rightful holder of the account you must 
click the link below and then complete all steps from 
the following page as we try to verify your identity. 

 
 
 
 

If you choose to ignore our request, you leave us no 
choise but to temporaly suspend your account. 
 
Thank you for using PayPal! The PayPal Team  

Click here to verify your 
account 

 

 

 

 
Here’s the address in the link above as 
you can see it redirected to the first part 
of the link. 

 
 

Protect Your Account Info 

 
Make sure you never provide your 
password to fraudulent persons.  
 
PayPal automatically encrypts your 
confidential information using the 
Secure Sockets Layer protocol 
(SSL) with an encryption key length 
of 128-bits (the highest level 
commercially available). 
 
PayPal will never ask you to enter 
your password in an email. 
 
For more information on protecting 
yourself from fraud, please review 
our Security Tips at 
http://www.paypal.com/securitytips 
  

Protect Your Password 

You should never give your PayPal 
password to anyone, including 
PayPal employees. 
    

http:/mobil-parts.com/~adabas/paypal.com/webscr.php?cmd=LogIn 
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d 

ur 

ecause they contain 
important information about your PayPal account, your 

ll 

After you have reviewed the User Agreement and Privacy 
o buttons and 

click Continue. 

providing additional 
notice, PayPal will limit your access to your PayPal 

 

 
 

ement. These accounts will continue to be 
governed by the old User Agreement until they agree to the 

er 
mes first. 

tention to this matter. 

- 

ry to restore your account access is available on 
e PayPal website. For assistance, log in to your PayPal 
count and choose the "Help" link in the header of any 

¾ Email Subject: service[@]paypal.com User Agreement has been change
 

PayPal has recently made several important changes to o
User Agreement and Privacy Policy. Please read the new User 
Agreement and Privacy Policy, b

rights as a PayPal user, and the ways in which PayPal wi
use your personal information. 

Policy below, please choose the "Yes" radi

/paypal.com/cgi-bin/webscr?cmd=_login-run 

If you fail to read and agree to the new User Agreement 
within 120 days, PayPal will assume you do not accept 
PayPal's User Agreement and prefer not to do business with 
PayPal. In such circumstances, after 

account and will payout any remaining account balance under
the terms of the old User Agreement. 

Note: The User Agreement below will take immediate effect 
for all PayPal accounts signing up on or after February 7,
2005. PayPal accounts who signed up prior to February 7,
2005, will have 120 days after the date they next log in to 
their PayPal account to decide whether they agree to the 
new User Agre

new User Agreement, or until January 1, 2006, whichev
co

Thank you for your prompt at
 
Sincerely, 
PayPal Account Review Team 
----------------------------------------------------------
Please do not reply to this e-mail. Mail sent to this 
address cannot be answered. All of the information 
necessa
th
ac
page. 
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---------------------------------------------------------- 
 

edirected to the first part of the link. 

 
PayPal Email ID PP%paypalid% 

 
Here’s the address in the links above as you can see it 
r
 

ssima.com/https/
 
 
 

? paypal.com/cgi-bin/webscr?cmd=_login-run :o
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¾ Email S

 
ubject: PayPal- Account Access Limited  

 

 
 

 

Dear your email address,  
 
We recently reviewed your account, and suspect that your PayPal account m
have been accessed by an unauthor
of your account and of the PayPal network is our primary co

sensitive PayPal account features. 
P

:/ paypal.com/cgi-bin/webscr?cmd=_login-run?USER=youremailaddress 
 
F
PayPal's Security Center, accessible via the "Security Center" link located
at the bottom of each page of the PayPal website.  
 
W
assistance in
s
 
S
 
The PayPal Fraud Management Team  
 

Please do not reply to this e-mail. Mail sent to this address cannot be answered. For 
ssistance, log in to your PayPal account a

p

 
 

ay 
ized third party. Protecting the security 

ncern. 
Therefore, as a prevention measure, we have temporarely limited access to 

lease click on the link below to confirm your information: 

or more information about how to protect your account, please visit 
 

e apologize for any inconvenience this may cause, and appreciate your 
 helping us maintain the integrity of the entire PayPal 

ystem. Thank you for your prompt attention to this matter. 

incerely,  

and choose the "Help" link in the header of any 
ge. 

ed. Designated trademarks and brands are 
 

directed to the first part of the link. 

a
Copyright© 2005 PayPal, Inc. All rights reserv
the property of their respective owners.  
 
Here’s the address in the link above as you can see it 
re
//mail.jangup.com// 
p l.com/webscr/secure/ssl/resolution_center/index.php aypa
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¾ Email Subject: PayPal  Security Service Notification of limited Account 

Access (Routing Code C840-L1541-Q110-1937) 
 
 
 

   
 

t to protect your account and to  
ud on our website.  If you could please take 5-10 minutes  

out of your online experience and update your personal records you will not run into  

ecember 06, 2005.  
 

will not be  

 update your PayPal® records click on the following link:  
// paypal.com/cgi-bin/webscr?cmd=p/gen/restrictedaccounts.asp 

ts.  

vacy-outside 

see it 
redirected to the first part of the link. 

"Warning Notification Dear" valued PayPal® member:  

It has come to our attention that your PayPal® account information needs to be  
updated as part of our continuing commitmen
reduce the instance of fra

any future problems with the online service.  
                                    

However, failure to update your records will result in account suspension.  
Please update your records on or before D

Once you have updated your account records, your PayPal® session 
interrupted and will continue as normal.  

To

  

Thank You.   
PayPal® UPDATE TEAM                                     

Accounts Management As outlined in our User Agreement, PayPal® will  
periodically send you information about site changes and enhancemen

Visit our Privacy Policy and User Agreement if you have any questions.  
// paypal.com/cgi-bin/webscr?cmd=p/gen/ua/policy_pri

Here’s the address in the links above as you can 

//62.2.213.222:81/paypal.com/webscr.php?cmd=LogIn 
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¾ Email Subject: Cust

 
 

omer Support  PayPal Notification  

 

und 

g information because it means that 
our database regular scheduled update wasn't made correctly. Choosing to ignore this 

ension of your account within 24 hours, until 
you will choose to solve this unpleasant situation. 

e apologies for any inconvinience this may caused you and we strongly advise you to 
formation you have on file with us. Clicking [BOGUS LINK REMOVED] 

y possible futuring billing problems with your account. 
 

est regards, 

u can see it 

Dear PayPal client, 
 
While performing it's regular scheduled monthly billing address check our system fo
incompatible information which seams to be no longer the same with your current credit 
card information that we have on file. If you changed your billing information or if you 
moved from you previous address please follow up the link bellow and update your 
billing information: If you didn't change any of this information you still need to follow 
up the previous link and update your existing billin

message will result in to a temporary susp

://paypal.com/cgi-bin/id=254/login.html 

 
W
update your in
you will avoid an

B
- PayPal Team. 

 
Here’s the address in the link above as yo
redirected to the first part of the link. 
://.nevertap.com/forum/redirectto.paypal.com/user-
logins/aw=user465454/SAPI.dllSignInpUserId-
co_partnerId=siteid=0pageType-1pa1=UsingSSL=1bshwgif=favoritenav-
errmsg=896/login=user&pay/sitelogins/45-45-5455/webscrcmd.php 
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il Subject: PayPal  Security Service Notification of limited 
unt Access (Routing Code C840-L001-Q190-T1852) 

ayPal 
e of the most advanced security systems in the world and our 

remain limited until this issue has 

e may 
:  

. We understand that this may be an 
and that this temporary limitation is 

 
 for an extended period of 

tter. Please understand 
at this is a security measure meant to help protect you and your 

e. 

 keep your account active, click here: 
om/cgi-bin/webscr?cmd=p/gen/accounts-outside 

ncerely, 
epartment 

ee it 

¾  Ema
Acco

 
Dear Sir, 
 
PayPal is committed to maintaining a safe environment for its community 
of buyers and sellers. To protect the security of your account, P
employs som
anti-fraud teams regularly screen the PayPal system for unusual 
activity. 
 
Recently, our Account Review Team identified some unusual activity in 
your account. In accordance with PayPal's User Agreement and to ensure 
that your account has not been compromised, access to your account was 
limited. Your account access will 
been resolved. This is a fraud prevention measure meant to ensure that 
your account is not compromised. 
 
In order to secure your account and quickly restore full access, w
require some specific information from you for the following reason
 
We would like to ensure that your account was not accessed by an 
unauthorized third party. Because protecting the security of your 
account is our primary concern, we have limited access to sensitive 
PayPal account features
inconvenience but please underst
for your protection.  
 
Case ID Number: PP-046-631-789 
We encourage you to log in and restore full access as soon as possible.
Should access to your account remain limited
time, it may result in further limitations on the use of your account 
or may result in eventual account closure. 
 
Thank you for your prompt attention to this ma
th
account. We apologize for any inconvenienc
 
 
To
://.paypal.c
 
 
Si
PayPal Account Review D
 
 
PayPal Email ID PP576 
 

Here’s the address in the link above as you can s
directed to the first part of the link. re

 
://203.101.64.253:81/.paypal.com/webscr.php?cmd=LogIn 
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Due to concerns, for the safety and integrity of the paypal 

f you could please take 5-10 minutes  
out of your online experience and update your personal records you will not run into  

However, failure to update your records will result in account suspension.  

Once you have updated your account records your paypal account 

To update your PayPal® records click on the following link:  
-bin/webscr?cmd=_login-run 

Thank You. 

Accounts Management As outlined in our User Agreement, PayPal® will  
 

Visit our Privacy Policy and User Agreement if you have any questions.  

as you can see it 
edirected to the first part of the link. 

¾ Email Subject: service[@]paypal.comPal Account Security Measures 

Dear valued PayPal® member:  

account we have issued this warning message. 

It has come to our attention that your PayPal® account information needs to be  
updated as part of our continuing commitment to protect your account and to  
reduce the instance of fraud on our website. I

any future problems with the online service.  

Please update your records on or before Octombre 15, 2005.  

service will not be interrupted and will continue as normal.  

://.paypal.com/cgi

PayPal® UPDATE TEAM  

periodically send you information about site changes and enhancements. 

://.paypal.com/cgi-bin/webscr?cmd=p/gen/ua/policy_privacy-outside 

Here’s the address in the links above 
r
://83.16.71.18/.paypal-account/login.html 
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¾ Email Subject: service[@]paypal.comAuthorized access  to your 

account  

As part of our security measures, we regularly screen activity in the 
unt: 

itive PayPal  
t this may be an inconvenience but please 

understand that this temporary limitation is for your protection. 

ited access to your account until 
additional security measures can be completed. We apologize for any 

convenience this may cause. 

o make its decision to limit your account access, please visit the 
ation, 

t  

 prompt attention to this matter. Please understand that this is a  
ended to help protect you and your account. We apologize 

for  
e. 

Sincerely, 
rtment 

ayPal Email ID PP6456795 

ere’s the address in the links above as you can see it 
e link. 

 

PayPal system. We recently noticed the following issue on your acco

We would like to ensure that your account was not accessed by an 
unauthorized third party. Because protecting the security of your  
account is our primary concern, we have limited access to sens
account features. We understand tha

Case ID Number: PP-072-838-482  

://.paypal.com/us/cgi-bin/webscr?cmd=complaint-view 

For your protection, we have lim

in

 
To review your account and some or all of the information that PayPal  
usedt
Resolution Center ://.paypal.com/ . If, after reviewing your account inform
you  
seekfurther clarification regarding your account access, please contac
PayPal by visiting the Help Center and clicking "Contact Us".We thank you for  
your
security measure int

any inconvenienc

PayPal Account Review Depa

P

 
H
redirected to the first part of th
 
://subdomain.sailfutpexpl.com/ 
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¾ Email Subject: service[@]paypal.comPayPal Security Update 
 

 
 

 

 

 the 
n. 

be interrupted and will continue as normal. Failure to update 
ill result in cancellation of service, Terms of Service (TOS) violations or 

 
Please click here to update and review your Paypal Profile ASAP 

 

 
 and log in to your account. Changes to your 

references may take several days to be reflected in our mailings. Replies to 

Copyright© 2004 PayPal Inc. All rights reserved. Designated trademarks and 
brands are the property of their respective owners.  

ere’s the address in the links above as you can see it 
nk. 

Dear Paypal User,  

In the interest of account security, your Paypal account has been chosen for 
a random security update. This update is mandatory, you must login to
Paypal system below, and review your account profile and billing informatio
Failure to update your records will result in account suspension due to 
suspected fraud. Please update your records within 24 hours of this email 
being sent. Once you have updated your account records, your PayPal 
session will not 
w
account fines.  

Thanks for using PayPal!  

This PayPal notification was sent to your mailbox. Your PayPal account is set 
up to receive the PayPal Periodical newsletter and product updates when you 
create your account. To modify your notification preferences and unsubscribe,
go to ://.paypal.com/PREFS-NOTI
p
this email will not be processed.  
 

 
 
H
redirected to the first part of the li
 
://65.75.173.110/~golden/.sslrunner/ 
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Ebay Spoof Emails: 
 
 
¾ Subject:  eBay Safe Harbour  Change of Email Requested on your 

account 
 
 

Change of E-Mail Requested on your eBay account. 
 

Dear your email address , 
 
Change of email has been requested from your ISP number For the User Agreement, Section 9, we may 
immediately issue a warning, temporarily suspend, indefinitely suspend or terminate your membership and 
refuse to provide ou
y
you provide to us.  
 
We regret to inform you that your eBay account could be suspended if you don't re-update your account 
information. To resolve this pr
problems could not be resolved your account will be suspended for a period of 24 hours, after this period your 
account will be terminated. .  
Due to the suspension of this account, please be advise

r services to you if we believe that your actions may cause financial loss or legal liability for 
ou, our users or us. We may also take these actions if we are unable to verify or authenticate any information 

oblems please use the link below and re-enter your account information. If your 

d you are prohibited from using eBay in any way. This 
includes the registering of a new account. Please note that this suspension does not relieve you of your agreed-
pon obligation to pay any fees you may owe to eBay.  u

 

 
To update your record please click here: 
It is highly recommended that you right click on the link and select "Open in new window
a
://users.ebay.com/aw-cgi/eBayISAPI.dll?OneTimePayment&ssPageName=h:h:sin:US 
 
W

" option 
s some mail clients will not allow you to proceed! 

e apologize in advance for any inconvenience this may cause you and we would like to thank you for your 
cooperation as we review this matter.  

 
 

 
 

 

eBay will request personal data (password, credit card/bank numbers, and so on) in this email. 

Thank you for using eBay!  
.ebay.com 

Here’s the address in the links above as you can see it redirected to the 
first part of the link. 
://signin.ebay.com.idlls.us/aw-cgi/SignIn.html 
The idlls should not be in front of .us! 
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¾  

This is the only one that fooled me. It is a new tactic used now. 
     I quickly changed my password! 

 
 

Subject: eBay Member user name Question from eBay member   
 

 

 
 
 

 

Another one next page... 
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Here’s the address in the links above as you can see it 
redirected to the first part of the link. 
://dlls1scgis.com/ISAPIdllSignIn&co_partnerId=2&pUserId=&ru=&pp=&p
a2=&errmsg=&runame=&ruparams=&ruproduct=&sid=&favoritenav=/sign
in.php?MfcISAPICommand=SignInPowerSeller&siteid=0&co_partnerId=2&
UsingSSL=1&ru=&pp=&pa1=&pa2=&pa3=&i1=-1&pageType=-1&userid= 
 
So if you have a eBay account check with your selling and 
buying you are performing first make sure the username is 
someone your dealing with. 
 
You should only get these kinds of links so look for these only 
in the beginning of the link. 
://pages.ebay.com/ 
://cgi.ebay.com/ws/eBay 
://contact.ebay.com/ 
://cgi4.ebay.com/ws/eBayISAPI.d 
://click2.ebay.com 
://click3.ebay.com 
 
 
 

http://www.discoverebooks.com/ebooks.html


Spoof Emails Don’t Get Taken To The Cleaners 23

 
 
 
¾ Subject:  eBay  This is your final warning!  

 
 

We are contacting you to remind you that: on 1 November 2005 our 
Security Team identified some unusual activity in your account, one or 
more attempts to log in to your eBay account from a foreign IP 
address. In accordance with eBay's User Agreement and to ensure that 
your account has not been compromised, access to your account was 
limited. Your account access will remain limited until this issue has 
been resolved. To secure your account and quickly restore full access, 
we may require some additional information from you.  

To securely confirm your eBay information please go directly to 
://signin.ebay.com/ws/eBayISAPI.dll?SignIn log in to your eBay 
account and perform the steps necessary to restore your account 
access as soon as possible or click here. 

Thank you for using eBay.  

Copyright © 1995-2005 eBay Inc. All Rights Reserved.Designated trademarks and 
brands are the property of their respective owners.Use of this Web site constitutes 
acceptance of the eBay User Agreement and Privacy Policy.  

 
 
Here’s the address in the links above as you can see it 
redirected to the first part of the link. 
 
://200.67.157.116/signin.ebay.com/saw-cgi/eBayISAPIdllSignIn.html 
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¾ Subject:  eBay Safeharbor Dept… FPA NOTICE: Suspious Activity 

Section- 9- your email address 
 
 
Dear Your email address,  
 
Your bank has contacted us regarding some attempts of charges from your credit card via the 
eBay system. We have reasons to believe that you changed your registration information or that 
someone else has unauthorized access to your eBay account Due to recent activity, including 
possible unauthorized listings placed on your account, we will require a second confirmation of 
your identity with us in order to allow us to investigate this matter further. Your account is not 
suspended, but if in 48 hours after you receive this message your account is not confirmed we 
reserve the right to suspend your eBay registration. If you received this notice and you are not the 
authorized account holder, please be aware that it is in violation of eBay policy to represent 
oneself as another eBay user. Such action may also be in violation of local, national, and/or 
international law. eBay is committed to assist law enforcement with any inquires related to 
attempts to misappropriate personal information with the intent to commit fraud or theft. 
Information will be provided at the request of law enforcement agencies to ensure that 
perpetrators are prosecuted to the full extent of the law. 
Per the User Agreement, Section 9, we may immediately issue a warning, temporarily suspend, 
indefinitely suspend or terminate your membership and refuse to provide our services to you if we 
believe that your actions may cause financial loss or legal liability for you, our users or us. We 
may also take these actions if we are unable to verify or authenticate any information you provide 
to us.  
Due to the suspension of this account, please be advised you are prohibited from using eBay in 
any way. This includes the registering of a new account.  

 
To confirm your identity with us click here: 
://signin.ebay.com/aw-cgi/eBayISAPI.dll?OneTimePayment&ssPageName=h:h:sin:US 
 
After responding to the message, we ask that you allow at least 72 hours for the case to be 
investigated. Emailing us before that time will result in delays. We apologize in advance for any 
inconvenience this may cause you and we would like to thank you for your cooperation as we 
review this matter.  
 
Respectfully, 
Trust and Safety Department 
eBay Inc. 
://.ebay.com/ 

 
Here’s the address in the links above as you can see it 
redirected to the first part of the link. 
 
://signin.ebay.com.wss3.us/ws/eBayISAPI.dll?SignIn&favoritenav=&sid=
&ruproduct=&pp=&co_partnerId=2&ru=&i1=&ruparams=&pageType=&pa
2=&bshowgif=&pa1=&pUserId=&errmsg=&UsingSSL=&runame=&siteid=0 
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¾ Subject:eBay[@]reply3.ebay.com 

FPA NOTICE: eBay Registration Suspension Breach  
of User Agreement email addresss… 

 
Dear your email address, 
 
We regret to inform you that your eBay account has been suspended due  
to concerns we have for the safety and integrity of the eBay community.  
 
As we state in the User Agreement, Section 8, we may immediately issue  
a warning, suspend, or terminate your membership and refuse to provide  
our services to you if we believe that your actions may cause legal  
liability for you, our users or us. We may also take these actions if 
you  
have breached the User Agreement or if we are unable to verify or  
authenticate any information you provide to us. 
 
If you feel you have been suspended in error or want to appeal this 
decision  
by providing additional information, please click here : 
 
://signin.ebay.com/aw-cgi/eBayISAPI.dll?SignIn&UsingSSL=1 
 
Due to the suspension of this account, please note that you are  
prohibited from using eBay in any way. This includes the registering of 
a new  
account. 
 
Please note that this suspension does not relieve you of your  
obligation to pay any fees you may currently owe to eBay.  
 
Regards, 
 
eBay Trust and Safety 
 
 

Here’s the address in the link above as you can see it 
redirected to the first part of the link. 
 
://.google.com/url?q=%68%74%74%70%3a%2f%2f220.69.19.174/icons
/apache_pb2.php?MfcISAPICommand=SignInFPP&UsingSSL=1&email= 
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 John Grisham for $2.99 or Less! 

 Mitch Albom 

 Dan Brown for $5.99 or Less! 
   

Rap/Hip Hop One Cent CDs 

Rock One Cent CDs 

Country One Cent CDs 
     

 
 The Lord of the Ring: The 
Fellowship of the Ring (Extended 
Version) $19.99 or Less! 

 The Matrix Reloaded for $9.99 or 
Less! 

 Pirates of the Caribbean for $9.99 
or Less!   

Madden NFL 2004 

Grand Theft Auto: Vice City for 
$14.99 or Less! 
Need For Speed: Underground   

   
  

¾ Subject: Half.com by eBay  eBay Entertainment One Cent CD’s Best 
Selling Authors, New DVDS and More! 

 

Here’s the address in the links above as you can see it redirected to the first 
part of the link.  ://altfarm.mediaplex.com/ad/ck/1065-19528-2611-0 
Should be: ://half.ebay.com/cat/buy/prod.cgi?cpid=1927517&meta_id=3&ad=66 
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¾ Subject: eBay Safeharbor  TKO NOTICE: eBay Account Termination 

Notice your email address…  
 

TKO NOTICE: Suspicious Activity. 
 

Dear your email address, 
 
For the User Agreement, Section 9, we may immediately issue a warning, temporarily suspend, 
indefinitely suspend or terminate your membership and refuse to provide our services to you if we 
believe that your actions may cause financial loss or legal liability for you, our users or us. We may 
also take these actions if we are unable to verify or authenticate any information you provide to us.  
 
We regret to inform you that your eBay account could be suspended if you don't re-update your 
account information. To resolve this problems please use the link below and re-enter your account 
information. If your problems could not be resolved your account will be suspended for a period of 24 
hours, after this period your account will be terminated. .  
Due to the suspension of this account, please be advised you are prohibited from using eBay in any 
way. This includes the registering of a new account. Please note that this suspension does not 
relieve you of your agreed-upon obligation to pay any fees you may owe to eBay.  

 

 
To update your record please click here: 
It is highly recommended that you right click on the link and select "Open in new window" option 
as some mail clients will not allow you to proceed! 
://users.ebay.com/aw-cgi/eBayISAPI.dll?OneTimePayment&ssPageName=h:h:sin:US 
 
We apologize in advance for any inconvenience this may cause you and we would like to thank you 
for your cooperation as we review this matter.  
 

  
 

 

eBay will request personal data (password, credit card/bank numbers, and so on) in this email. 

Thank you for using eBay!  
ebay.com .  

 
 
Here’s the address in the links above as you can see it 
redirected to the first part of the link. 
 
://signin.ebay.com.salpidls.us/aw-cgi/SignIn.html 
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¾ Subject: eBay  Became a ebay powerseller  

 

  

 

 
 

  Welcome   

 
Welcome to a community of sellers that have achieved exceptional levels of success 
and positive feedback on eBay! 

 

We invite you to join us as a PowerSeller  

If you agree with this rank please Become an eBay Power Seller within 24 hours 

Very important! 
The registration is active only once. 

Why you become a PowerSeller?  
PowerSellers are eBay top sellers who have sustained a consistent high volume of monthly 
sales and a high level of total feedback with 98% positive or better. As such, these sellers 
rank among the most successful sellers in terms of product sales and customer satisfaction 
on eBay. We are proud to recognize your contributions to the success of the eBay 
Community!  

When you see this icon next to the member's user ID, be assured that the member 
is a qualified PowerSeller who not only maintains a solid sales record but also a 98% 
positive feedback rating based on transactions with other eBay users. You can feel assured 
that your transaction will go smoothly and that you are dealing with one who has 
consistently met the requirements established by eBay.  

   

  

  

  
 
Here’s the address in the link above as you can see it 
redirected to the first part of the link. 
://81.196.125.18/ebay/login.html 
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Other Spoof Emails: 
 
 
¾ Subject: service[@]chase.com 

WARNING: Confirm Your Chase OnlineSM  I don’t even have accounts 
with these creditors that’s your first clue! 

 

Dear your email address, 
 
This is your official notification from Chase Bank that the service(s) listed below 
will be deactivated and deleted if not renewed immediately. Previous notifications 
have been sent to the Chase OnlineSM Contact assigned to this account. As the Primary 
Contact, you must renew (overview) the service(s) listed below or it will be deactivated 
and deleted. 
 
1. SERVICE : Chase Bank Chase OnlineSM will Bill Payment. 
EXPIRATION: December 1, 2005 
 
2. We recently reviewed your account, and suspect that your Chase OnlineSM Account 
may 
have been accessed by and unauthorized third party. Protecting the security of your 
account and of the Chase Networks is our primary concern. 
 
Login to your Chase OnlineSM Account to verify your details. 
Please click on the link below to confirm your information: 

://chaseonline.chase.com/chaseonline/logon/sso_logon.jsp 
 
We apologize for any inconvenience this may cause, and appreciate your 
assistance in helping us maintain the integrity of the entire Chase OnlineSM system. 
 
Thank you for your prompt attention to this matter. 
Chase Bank OnlineSM Support, N.A. 

        © 2005 JPMorgan Chase & Co. 

Here’s the address in the link above as you can see it 
redirected to the first part of the link. 
://cloez.pooding.com//chaseonline.chase.com/chaseonline/logon/sso_log
on.jsp/index.php 
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¾ Subject: service[@]tinkerfcu.org 
Tinker Federal Credit Union Alert Message 

 

 
 
Dear Tinker Federal Credit Union customer, 
 
We recently reviewed your account, and suspect that your Tinker F.C.U 
account may have been accessed 
by an unauthorized third party. 
Protecting the security of your account and of the Tinker Federal 
Credit Union network is our primary concern. 
Therefore, as a preventative measure, we have temporarily limited 
access to sensitive account features. 
 
However, if you are the rightful owner of the account,click on the link 
below and submit, as we try to verify 
your data. 
 
://.tinkerfcu.org/Login.asp?bhcp=1 
 
We apologize for any inconvenience this may cause, and appreciate your 
assistance in helping us maintain the  
integrity of the entire Tinker F.C.U system. Thank your for your prompt 
attention to this matter. 
 
Sincerely, 
 
The Tinker F.C.U Staff.  
 
Please do not reply to this email. Mails sent to this address cannot be 
answered. 
For assistance, login to your Tinker F.C.U account and choose the 
"Help" link in the 
header of any page. 
 

Here’s the address in the link above as you can see it 
redirected to the first part of the link. 
://pharm21.com/://.tinkerfcu.org/home/branch/confirm 
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¾ Subject: support[@]wamu.com 

Unauthorized access/ Restriction for your Washington Mutual account 
 

 

 
We recently have determined that different computers have logged onto your Online 
Banking account, and multiple password failures were present before the logons. 
We now need you to re-confirm your account information to us. If this is not completed 
by February 5th, 2005, we will be forced to suspend your account indefinitely,  
as it may have been used for fraudulent purposes. We thank you for your cooperation in 
this manner.  

To confirm your Online Banking records click here:  
://login.personal.wamu.com/logon/logon.asp?dd=1&Update&Your&Info  
 

Washington Mutual Customer Service 

Please do not reply to this e-mail as this is only a notification. Mail sent to this address cannot be answered.  

Copyright 2005, Washington Mutual, Inc. All Rights Reserved.  

 
Here’s the address in the link above as you can see it 
redirected to the first part of the link. 
 
://217.219.32.154/usage/.secure/login.personal.wamu.com/hide/index2.
htm 
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¾ Subject: beta1982[@]jumply.itPlease I Do Need Your Assistance  

     You may have gotten these email before do not respond major scam! 
 
Greetings, 
 
Please don't be surprise about my letter because I don't 
know you before. I am only in search of help that is why I contacted 
you after I got your contact from the net and I hope I am lucky to get 
your help and co-operation because someone as to be contacted. 
 
My name is Mr. Wisdom Beta, the eldest son of late Chief Joseph Beta, 
the proud owner of Beta International Diamond Company in Serrie Leone, 
and the Executive Director Of Quasi Governmental Co-operation until he 
was killed in cool blood by some rebel soldiers in our country during 
the war, after the death of my father and sister's, i and my mother 
flew to Abidjan then my father attorney came with an envelope 
containing some documents including his testament 
that he kept Nineteen Million United State Dollars In Cash [$19 
Million] with an insurance security company called Afro International 
Insurance Security Company in Ghana using my name as the next of Kin, 
then i and my mother left Abidjan and came to Ghana for the claim.  
 
When we got to ghana we went to the company we where told to provide 
allthe relevant documents that was given to my father at the time 
of the deposit and we did, then they also told us that my father has 
registered the consignment on an express transfer to leave Africa so we 
couldn't Collect the consignment. My mother would have spoken to you 
but she does not speak English fluently. 
 
So, Sir/Ma please we are looking for who is going to help us demand for 
the consignment and the claim and also how we are going to invest the 
fund outside Africa, we'll give you Twenty Five Percent [25%] of the 
total fund,and I'll also want us to sign a Financial Contract Agreement 
since we've not met before please do get back to me. 
 
Please do contact me with this information below so i can send all the 
legaldocuments regarding this transaction to you so you can understand 
wisely. E-mail: 
[wisbetanet@yahoo.co.uk]. 
 
Best regards, 
Mr. Wisdom Beta. 
 
________________________________________ 
Il tuo partner è un bravo amante? Scoprilo con l'aiuto delle stelle! 
://.jumpy.it/Canali_J/Oroscopo/articles.shtml?BXXCYXFYAG/art1318 
 
 

Here’s the address in the link above as you can see it 
redirected to the first part of the link. 
 
://.jumpy.it/Canali_J/Oroscopo/articles.shtml?BXXCYXFYAG/art1318 
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“Spyware and Adware Problems  
With Your Computer” 

 
 

Now I would like to make you aware of a very serious problem and 
that is Spyware and Adware on your computer. 
 
As if spam, viruses, and worms aren't bad enough. Adware and 
spyware are here to sap the remaining life out of your productivity and 
privacy. 
 
What is Spyware and Adware you ask? 

Adware is software that displays advertisements on your computer. 
These are ads that inexplicably pop up on your display screen, even if 
you're not browsing the Internet. Some companies provide "free" 
software in exchange for advertising on your display. It's how they 
make their money. 

Spyware is software that sends your personal information to a third 
party without your permission or knowledge. This can include 
information about Web sites you visit or something more sensitive like 
your user name and password. Unscrupulous companies often use this 
data to send you unsolicited targeted advertisements. 

Is Your PC Affected by Spyware? 

The main problem that most people notice with either kind of program 
is that they cause performance issues with their computers. For 
example, Internet Explorer might not work properly any more, your 
computer might hang more frequently, or your computer might slow 
down significantly. Removing spyware successfully is difficult enough 
to make preventing it in the first place a priority. 

Unauthorized adware and spyware usually install on your computer 
covertly by using one of two methods: 

•Tricking you into clicking a link that installs it. Links to spyware can 
be deceptive. For example, a Web site that's trying to push spyware 
onto your computer might open a window that looks like a Windows 
dialog box, and then trick you by installing when you click a Cancel 
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button to close the dialog box.  

Sometimes, spyware pushers will put a fake title bar in an empty 
window, and then install spyware when you try closing the window. 

 
•Installing freeware that includes it. For example, you might install a 
free file-sharing program that surreptitiously installs spyware on your 
computer. File-sharing programs can be a major conveyor of adware. 

Once installed, spyware can transmit your personal information and 
download advertisements 24 hours a day. It can also hijack your 
browser settings, such as your home page or search page. 

Protect against Spyware and Adware 

Without help, you have no way to prevent adware or spyware. Old 
antivirus programs don't even prevent adware, since they didn't 
consider them viruses or worms. First, you usually give permission to 
install adware, although you do so unwittingly because adware and 
spyware pushers are deceptive.  

Second, adware doesn't behave like a typical virus or worm. They 
don't usually do actual damage to your computer, other than wrecking 
its performance, and they don't spread themselves using your address 
book. (Although some kinds of adware can break your anti-spyware 
tools.) 

Check Your Computer 

If you're even thinking about scanning your computer for adware and 
spyware, then you're probably experiencing some of the symptoms I 
described earlier in this article. Those include instability, performance 
problems, or possibly a hijacked Web browser.  Expert Zone Columnist Jerry 
Honeycutt is a writer, speaker, and technologist who has written over 25 books, including 
Microsoft Windows XP Registry Guide (Microsoft Press, 2002). He frequently writes 
about customizing and deploying Windows XP. 

What can you do then?  
The best resources to fix this problem and get your computer 
back to normal are the… 
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“Top 10 Resources To Protect 
Against Spyware, Adware, 

Viruses, Email Problems And 
Detective Site For Your 

Investigating” 
 
 

1. Find out if Your PC is Infected with Spyware and 
Adware   XoftSpy is absolutely free to try and is Super easy to use! 
Once installed on your computer, simply click scan now. You will quickly know 
exactly what is causing those annoying Pop-ups, persistent Errors or 
thousands of other common PC problems! Most Adware and Spyware is 
invisible to the user - We will let you know what questionable applications are 
on your machine, even if there isn't any symptoms whatsoever! 

   
           Click Here and Try For Free 
 

2.  
  
Your computer may be infected with harmful spyware programs These spyware 
infections can lead to computer crashes, instability, slowness, and full system 
failure. Immediate removal may be required. 
 

 
           Click Here to clean your computer of Spyware 
 
 

3.  
 
 
 
 
 
 
 
 
        Click Here for Spyware Removal  
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4.  

 

Would You Like to Know How To:  
 Protect Your Computer... 

   Block hackers & crackers 

 Eliminate viruses, worms & trojans before they can go to work 

 Stop spyware and keyloggers from taking control 

 Manage spam with ease 

 Learn how to recognize phishing and social engineering scams 

 Plus so much more you simply won't believe your eyes! 

 Boost its Speed... 
 Multiply its Performance... 
 Remove Every Single Annoyance 
That Plagues Your PC Sessions? 

 
               Click Here The Hackers Nightmare By Bill Hely  
 
 
 

5.  

 Your PC is probably infected with adware & spyware if:  

• You have downloaded music online  
• Your PC is running extremely slow  
• You are pestered by those horrible popup ads  
• Your homepage keeps changing  

 
Don't let people invade your privacy and slow down your PC! 

Try NoAdware for FREE and see for yourself if your PC is infected!  

Click Here and Try It FREE Today 
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6.  

• System not as fast as it used to be? 
• Does your PC keep crashing? 
• System not as stable as you would like? 
• Receiving error messages and  

don't know why?  

Did you know that most of these issues are easily repairable? Don't pay a 
technician loads of money for an issue that you can easily repair yourself! 

 

  

Click Here Check Your PC Now  
 

 
 
7.  
 
MicroAntiVirus 2006 is the world’s most trusted antivirus 
solution. It protects email, instant messages, and other files by 
automatically removing viruses. New built-in features also detect 
threats such as Spyware. Protect your PC 24 hours a day with 
award-winning MicroAntiVirus. 
 
» Removes viruses automatically 
» Protects email & instant messages  
» Protects Against Adware And Spyware  
» Defends against emerging threats  
» Automatic File Protection  
» Unlimited Updating of Virus Definitions  
» Hostile Activity Detection  
» Windows 98\Me\2000\XP Compatible 
 

 
     Click Here Stop all Spyware, Adware and Viruses  
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8.  

 
        Scan Your Pc For Errors ABSOLUTELY FREE! 
 
  
 
Don't think your computer has errors?  
It's a known fact that over 94% of personal computers have corrupt and potentially 
dangerous files with 150 or more errors on them! Problems with the Windows 
Registry are a common cause of Windows crashes and error message popups. By 
using Error Doctor™ regularly and repairing your registry your system should not 
only be more stable but it will also help Windows run faster. 
 
Click Here check your PC for Errors 
 
 
9. 

 
The 100% Legal Way To Conduct Your Own Investigations! 
p 
Not long ago, "doing a background check" on someone was an involved tedious 
process, but not anymore! With our online detective resource kit people can conduct 
their own investigations on anyone, all privately from the comfort of their own 
home! 
  
The Internet is the largest information base in the world, and we have uncovered 
thousands of resources that will have you simply amazed.. and all of this is 100% 
legal! These are the same resources used by countless thousands of professional 
investigators and detectives to dig up the information they were hired to uncover!! 
  
Now you can conduct your own investigations just like the pros without ever leaving 
your home! You can dig up information about anyone! Click below and learn more 
about exactly what you can do as a member of Instant Detective. 
 
Click Here and Find what You Need 
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10. And last but not least is: 
  
 

SpamBully 3 for Outlook and 
Outlook Express 

End your spam nightmare and make 
email enjoyable again by keeping your 
Inbox free of annoying spam.  
 
Our intelligent spam filter for Outlook 
and Outlook Express analyzes email so 
effectively that in many cases it is more 
accurate than filtering by hand. Easy to 
use! 

 
 
Try SpamBully's spam filter FREE for 14 Days! 
 
 
 
 
 

Well I sincerely hope this eBook has helped you with defending 
yourself against spoof emails, Spyware, Adware and other problems 
with your PC. 
 
I will be updating this book with Volume 2 when I find more new spoof 
emails and problems that you need to know about.  Good Luck keep 
your eyes open don’t get taken to the cleaners… & God Bless+ 
 
-Tim B. Miller 
 
For Free updates go to: 
http://www.discoverebooks.com/SpoofUpdate.html 
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Disclaimer: Discoverebooks.com developed this e-book to provide access to valuable information. 
Although we make every effort to offer only accurate information, we cannot guarantee that the 
information we make available is always correct or current. Discoverebooks.com does not warrant or 
make any representations as to the quality, content, accuracy, or completeness of the information, text, 
graphics, links and other items contained in this e-book. Consequently, no one should rely upon any 
information contained herein, nor make any decisions or take any action based on such information. 
Discoverebooks.com or any subsidiaries are not responsible for any action taken in reliance on the 
information contained herein and for any damages incurred, whether directly or indirectly, as a result of 
errors, omissions or discrepancies contained herein. 
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